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Agenda

• Overview Of Challenges In The Implementation Of  SwA Practices 
• Understanding Practice Implementation (A Self Assessment 

Approach) 
• Leveraging The Practice Implementation Self Assessment During 

Acquisition



Processes & Practices Goals

• Capture and discuss community of practices software assurance 
issues

• Share best practices
• Provide community input to and comments on:

– DHS and DoD Guidebooks relating to Software Assurance
– National and International Software Assurance Standards
– DHS and DoD Policy Guidance on System and Software Assurance



Processes & Practices Expected Outcomes

• In support of acquisition, management, and engineering and 
practices for software and systems assurance:
– Community consensus standards for addressing assurance concerns 

throughout the system and software life cycles

– Process benchmarking tools for assessing organizational capability with 
respect to assurance

– Practice guidebooks providing compendiums of best practices and 
lessons learned

– Community input to acquisition policy and guidance



Our Assurance Capability Framework Enables 
Communication 

Project leadership and team members need to know 
where and how to contribute

• Assurance PRM defines the goals and practices 
needed to achieve SwA  

• Assurance for CMMI ® defines the Assurance 
Thread for Implementation and Improvement of 
Assurance Practices that are assumed when 
using the CMMI-DEV

Understanding gaps helps suppliers and 
acquirers prioritize organizational efforts and 
funding to implement improvement actions

Detailed CriteriaDetailed Criteria

Methodologies Methodologies 

For Achieving AssuranceFor Achieving Assurance

Processes Processes 

for Assurancefor Assurance

PolicyPolicy

https://buildsecurityin.us-cert.gov/swa/procresrc.html



Understand Assurance-Related 
Process Capability Expectations

Look to Standards for 
Assurance Process Detail

Understand Your  Business 
Requirements for Assurance Build or Refine and Execute 

Your Assurance Processes

Measure Your Results

Process Improvement Lifecycle  - A Process for 
Achieving Assurance

Adapted from: Paul Croll, Computer Sciences Corporation, August 2007

Mission/Business Process

Organization Support 

Information System



Enterprise-Wide Risk Management

TIER 3

Information System
(Environment of Operation)

TIER 2

Mission / Business Process
(Information and Information Flows)

TIER 1

Organization
(Governance)

STRATEGIC RISK 

FOCUS

TACTICAL RISK 

FOCUS

� Multi-tiered Risk 
Management Approach

� Implemented by the Risk 
Executive Function

� Enterprise Architecture 
and SDLC Focus

� Flexible and Agile 
Implementation

FISMA 2010 and Beyond
Strategic and Tactical Risk Management and the Role of Software Assurance

Ron Ross, NIST
Software Assurance Workshops 

June 21, 2010
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Analysis Of Common Practices

• Analyzed freely available models to determine how various models
address similar goals and practices

• Identified the intersections of the common practices amongst the
models regardless of the intended audience and levels of granularity

• Intended to support “Getting Started” by increasing awareness of 
improving software assurance by:

– Learning how multiple models address similar assurance goals
– Selecting practices from these models

• Provides a means for selecting models and practices that are best 
suited for the individual needs of various organizations



Mappings Of The Common Practices



Common SwA References Recommendations for Training

Assurance PRM SAFEcode MS SDL Open SAMM BSIMM

•Establish and 
maintain  the 
strategic 
assurance  
training needs of 
the organization
•Ensure 
resources have 
the training 
needed to do 
their job

1. Foundational 
(everyone)

2. Advanced 
(secure coding 
and testing  
practices)

3. Specialized 
(role-based)

1. Basic 
Concepts

2. Common 
Baseline

3. Custom 
Training 

1. Technical 
Security 
Awareness 
training 

2. Role specific 
guidance

3. Comprehensive 
security training 
and certifications

1. Create the 
software security  
satellite

2. Make customized, 
role-based 
training available 
on demand

3. Provide 
recognition for 
skills and career 
path progression

Source: SwA Benchmarking and  Implementation, Moss,  SSTC 2010



Objectives for Creating A (Self) Assessment Tool 

– Organizations must be able to understand and become aware of risk 
throughout the supply chain.

• What assurance goals are being met?

• What practices are being implemented?
• Who are the suppliers and how are they managing risk?

– Organizations need to be able to quantify and baseline assurance
and risk management activities to ensure rugged software and 
software services are being developed and acquired.

– Supply chain partners must achieve increased awareness and 
communication to effectively understand risk throughout the software 
supply chain.



SwA Self-Assessment (High Level)
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Moving Forward 

• Post the Updated Assurance Process Reference Model  (PRM) Goals and 
Practices for comment

• Validate Mappings with authors of the common practices

• Expand the Assurance PRM to include operations
– Collaborate with MAEC efforts 

• Expand the mappings to include additional references and ensure alignment 
with emerging efforts

– NIST Pubs (i.e. IR 7622, Risk Management, Developmental Security, Security Controls) 

– Cyber Scope

– SAFECode

– Work items and standards from ISO (others?)

– Other efforts that would inform the SwA Self-Assessment

• Continue discussions at future SwA events

• Understanding the synergies with the SwA Self Assessment and efforts to 
inform Acquisition Decisions



Discussion

What should we consider from the acquisition community’s perspective 
as we move forward?


